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Open System Architecture D45

Portability - Application software will run on multiple platforms.
Open Standards - Leveraging publicly available open standards.
Modularity - multi-vendor Comp Opponent Interchangeability.
Interoperability - Conforming software integrated with minimal effort.

Open Architecture Standard Building Blocks Exist

OPCUA https://opcfoundation.org/
Open Controller to Controller Communications www.PLCopen.org
PLCopen XML Interchange Standard The PLCopen organization’s XIVIL standard
IEC 61131-3 Programming Standard Ladder, SFC, and the textual languages Instruction.
PLCopen Functions
Runtime Engines |EC61131-3, PLCopen, and OPC Foundation standards.
FDT http://www.fdtgroup.org/
SERCOS Sercos Il FPGA or an ASIC master component. http://www.sercos.org/

http://www.automation.com/automation-news/article/
exxonmobil-to-build-next-generation-multi-vendor-automation-architecture
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L ENRREBZXFTIHRYDY A /N —Fas
developed by USA and Israel governments \
R0 A 7 > ORI DR ODEERE (22— X~ XRDPLC)
AR =%y FXUSBZNL TEEILEBML., BN TOARARE
FIEHRDNEZBR L. RIS
A2 X =%y MIERS N TLAWPLCH
AEAP CZNLTEE, 7R 7 LADNNEI N,

% < MDzero-day R R)DRESSMELFIH S N7-D T,
T A IIWARIEY 7 MRS T h 5 T,
StuxnetDHHE (X, WRILPTHLIERTEZE %,
Quantum{EH (201428 E) PCA —H—HR O CHEFICHKESRLL
HETIILEATHEHY (0S-UpdateE BRI NIETEAWLI &EH W)
FE I EWindowsSDE A % 2 (2014558 )
ERRIREIIIWICE>TWA L, MRBICEH/hE=2HHY 53

18



BEEAV77ADHYAN—-—KED
EZRHETE

Black Energy 3
2015128 7724 F
30N PFTDEBAREFICTILY = TIHE
I—ILt > R—HRAIRFICKE I, FISITHEN
140 FHFHEA6EFHE ICH 7z > TEE




2017TFEICHHT- LY A N—ED
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Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
/d)/\ ible by they have b d. Mayb busy looking fi
Y] L_;\ 7'( 17 ﬁ recover your files, but do not waste your time. Nobody can recover your files without

our decryption service.

g Ejj E iz H ’J]z:l: Payment will be raised on =) Can | Recover My Files?

5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
I /r 1 not so enough time.
7 / T Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
/ — d) H H Ct L) %) You only have 3 days to submit the payment. After that the price will be doubled.
/} | L /(T __l- A L Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

1 jj ﬁ ﬂ ‘(\\% QE_ Your files will be lost on How Do I Pay?

2072017 00:47:53 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

Ex }:E' % After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
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a Huge increase in GA =2 —F
number of UNIQUE VULNERABILITIES GRAPH OVER TIME
vulnerabilities entering

NIST CVE database in
the last 3 years

U Massive spike since
2013 for common :
software components 2 o
(such as Java, OpenSSL)

Vulnerabilities in
package: combination of
increase in discovered
vulnerabilities and
addition of new features
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release and 2014 release
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https://www.honeywellprocess.com/library/news-and-events/presentations/Hon-EMEA15-
Spear-Industrial-Cyber-Security101.pdf

IEC 62443-3-3 - Security Levels

SL 4 - Protects against intentional security incidents using sophisticated means and having

i_ extended resources — Nation State EI 5""( *ﬁ.*ﬁ ) j( *E*E_C—I%— ,—E-— 7'3:15[%% :B B)'J- U:‘ Z’

l_‘_____‘_‘_____‘_‘_____‘_‘_______‘_______‘_______‘_______‘_______‘_______‘_______‘_____________________________________________________‘_______‘_______‘_____‘.;
E SL 3 - Protects against intentional security incidents using sophisticated means — i
: Hacktivist, Terrorist T%'E*I 7’3:15(%% ,2 B).J_ U:‘ 3 i
D e e e e e e e e e it i et ettt

SL 2 - Protects against intentional security incidents using simple means — Cyber Crime,

Hacker BEMAIKREIIBIT S

g

________________________________________________________________________________

i ML 3 - Practices are managed with policies and governance from organization. Palicies i
1 are reviewed and adjustments made as needed and include compliance with ;sieciﬁed !

standards and/or guidelines. BElzD-L->TEHIATWS

________________________________________________________________________________
________________________________________________________________________________

' ML 2 - Risk practices are approved by management and expressed as policy, policies, -
| processes, and procedures are defined, implemented and validated. Adequate resources ;
1
1

L N - 11 - 1-% (Y A0}
7
E ML 1 — Risk practices are performed but may be adhoc, typically by individual thus i
1 outcome may vary depending on the individual. BEAKTE ;

ML 0 - Practices are not formalized, often case by case, and risk is managed in an ad hoc
and sometimes reactive manner. 12 1) Y
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SL1 SL2 SL3 SL4 MLIML2ML3IML4 T

1001 — Refining Process Facilities o |

1102 — O&G LNG terminals 16

1103 — O&G Processing 12 N o
1104 — O&G Production — On-shore 15 | A E ;ﬁ ¢ 1t $ ¢ jJ Z
1105 — O&G Production — Off-shore 11

1108 — O&G Marine — LNG IAS 12 SL4 —

1110 - Gas To Liquid 12

1112 — Production — Coal Bed M 1 | 3

1114 - Pipeline — Liquid 11| 3 SL3

1115 - Pipeline — Gas 1| 3

1201 - Pulp 8|

1203 — Paper 6 § SL2 _

1203 - CWS 6 | O

1303 - Utl'l.t\.[ Power 16 SL1 _

1401 — Fertilizers 7

1403 — Petrochemicals 7 e
1404 — Plastics and Fibers 6 [ [ [ [
1405 — Specialty Chemicals 7 MLO  ML1 ML2  ML3
1406 — Biofuels 12 Maturity level

1501 — Alumina 7

1502 — Aluminium 7

1503 — Base materials 11

1504 — Cement 6

1505 — Coal & Coal Gasification 7

1506 - Iron 11

1509 — Precious Metals 11

1510 — Steel making 11

1508 — Other 6

https://www.honeywellprocess.com/library/news-and-
events/presentations/Hon-EMEA15-Spear-Industrial-Cyber-Security101.pdf
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Framework for Improving Critical Infrastructure Cybersecurity
National Institute of Standards and Technology
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Framework for Improving Critical Infrastructure Cybersecurity
National Institute of Standards and Technology
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Security Design Framework

y A
IDENTIFY PROTECT DETECT RESPOND RECOVER
Technical Technical Technical Technical Technical
controls controls controls controls controls
(Vulnerability (Firewall, AWL, (IPS, IDS, SIEM, (IPS, Recovery (Back-up Control
scanning, AV, IPS, DC, Security CDh, ... Center, ...)
network Dashboard ...)

Monitoring ...)

segmentation, ....)

Non-technical

Non-technical

Non-technical

Non-technical

Non-technical
controls

controls

controls controls controls
(Assessments, (Security Policies (Security (Security incident (Data recovery,

Risk management) & Procedures) monitoring) response, Disaster recovery)
Disconnection
management)
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