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You can decrypt some of your files for free. Try now by clicking <Decrypt>.
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Lockeed Martin & 201651 A 14 H IZnext-generation, open and secure automation system for
process industries® FE % M System Integrator & L T2

Open systems architecture vision

A system of systems . Cloud services
<=n° Predictive
e maintenance
— » Global data analytics
_—»0 . Eemole operations
* Fleet optimization
New L1- L3 functions L4 functions K
‘ OT data center IT data center

Transactional services
* Maintenance
-, Planning and
scheduling
= Enterprise data
analytics

Network
services

Core
real-time
functions

Legend A

-[EJ

Migration
DCS dream taking flight
ExxonMobil envisions a new "system of systems" that will allow it to more
easily adapt its operations environment to change needs and opportunities.
Graphic by ExxonMobil.

Lockeed Martin: Future Airborne Capability Environment (FACE) Consortium since 2010



Open System Architecture D45

Portability - Application software will run on multiple platforms.
Open Standards - Leveraging publicly available open standards.
Modularity - multi-vendor Comp Opponent Interchangeability.
Interoperability - Conforming software integrated with minimal effort.

Open Architecture Standard Building Blocks Exist

OPC UA https://opcfoundation.org/
Open Controller to Controller Communications  www.PLCopen.org
PLCopen XML Interchange Standard The PLCopen organization’s XML standard
|[EC 61131-3 Programming Standard Ladder, SFC, and the textual languages Instruction.
PLCopen Functions
Runtime Engines IEC 61131-3, PLCopen, and OPC Foundation standards.
FDT http://www.fdtgroup.org/
SERCOS Sercos Ill FPGA or an ASIC master component. http://www.sercos.org/

http://www.automation.com/automation-news/article/
exxonmobil-to-build-next-generation-multi-vendor-automation-architecture
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SAL(Security Assurance Level)

Zones & Conduits & UL 5 87 & ¢ 5

- BEBEDSALIZ, UTOTEH TIERFEDEE L ~JLIZFHE
1. Access control (AC) 2. Use control (UC) 3. Data Integrity (DI) 4. Data confidentiality (DC)
5. Restrict data flow (RDF) 6. Timely response to an event (TRE)
7. Resource availability (RA)
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